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Tong quan san pham webscan

Phat trién nguén mé san pham

) Demo san pham ]
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DAT VAN BE

Phan I&n cac cudc tan cong mang & Viét Nam
déu xuat phat tlr nwd'c ngoai

Céc Iinh vwe thwdng xuyén bi tan céng chi yéu
tap trung vao Iinh vwe tai chinh ngan hang, giao
dich truc tuyen thwong mai dién to.

Viét Nam bi xep hang cao trén thé gi¢i vé mrc dd
tan cong ma doc, Itra dao truc tuyén.
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DAT VAN BE

Cac tQi pham cong nghée cao thwong xuyén thyc
hién tan cong vuot qua hé thong kiém tra an ninh
nham thay doi cac noi dung trén cac trang dién
ttr, danh cap thong tin theé tng dung, tong tién céac
nha cung cap dich vy

Nhiéu chuyén gia nhan dinh an ninh mang trong
nam 2012 van 1a van dé nong, khi cac tin tac co
nhirng thd doan tinh vi nham vao cac té churc,
doanh nghiép va tham chi nguwoi dung.
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TONG QUAN DU’ AN WEBSCAN

Thang 3/2010, nhom phat, trién ng dung an ninh
mang cua Google da ra mat Sklpflsh

Skipfish hé tro cac tinh nang can co khi ra soat
mot trang web bat ki, nhan dang cac gia tri tuy
bién trong form mau HTML.

Chirc nang chinh cua Skipfish |a kiém dinh cau

hinh va cac théng sb ki thuat cia website va cac
mo hinh &ng dung trwc tuyén hién dai ngay nay.
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TONG QUAN DU’ AN WEBSCAN

Tuy nhién, Skipfish do Google phat trién con ton
dong kha nhiéu van dé vé st dung va trién khai.

Bang bao cao 16 héng cua Skipfish con SO sal,
thiéu di tinh_chat tbng quan, ‘khong co giai phap
khac phuc 16 hong, nhiéu mo ta ki thuat doi hoi
trinh d6 Security cua ngudi xem phai thdéng thao
(twong dwcyng CISSP) méi hiéu duorc.

Do da ra mat tr 1au va cong dong it phat trién nén
Skipfish chwa cap nhat cac 16 hong bao mat maoi
nhat hién nay.
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TONG QUAN DU’ AN WEBSCAN

Nhan thay sw han ché cula Skipfish, cong ty Lac
Tién va nhom sinh vién CNTT cla BH Hoa Sen
quyét dinh st dung core Skipfish dé& phat trién
mot wng dung Web Application Scanner.

Str_dung ngbn ng lap trinh la C/C++, Python,
PHP, Java va Shell Script va trién khai trén may
chu cai dat Ubuntu Server 12.04.

Puwoc cac thanh vién chd chot bén cong dong
hacker HVA hé tro ki thuat va bén Lac Tién JSC
hé tro kinh phi trién khai.
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TONG QUAN DU’ AN WEBSCAN

Web Application Scanner (goi tat 13 webscan)
dwa vao core Skipfish dé xay dwng theo md hinh
SaaS s dung cong nghé dién toan dam may vao
linh vwc phat hién 16 hdng bao mat.

Pé tién hanh kiém tra 16 hdng, website, nguoi st
dung khdng can phai cai dat bat ki phan mém nao
trén may tinh. Ho chi can vao truy cap trang web
www.webscan.com.vn dé thuc hién quét.

Hé thong Webscan sé twong tac voi website cua
ngwdi dung, st dung cac ki thuat detect va
scanning roi dwa ra bang bao cao tinh trang bao
mat website. Bang bao cdo mé ta bang tiéng Viét.
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http://www.webscan.com.vn/

TONG QUAN DU’ AN WEBSCAN

Ngoai ra, nhom con phat trién thém tinh nang ra
soat 10 hong HTTPS cho cac website ngan hang
va webiste giao dich tryc tuyén, von khong phai 13
tinh nang cua Skipfish.

Khai thac 16 hong HTTPS (giao thirc SSL/TLS)
von 1a con ac mong doi vdi cac website ngan
hang va giao dich trwc tuyén.
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TONG QUAN DU’ AN WEBSCAN

Trong thoi gian thtr nghiém san pham, c6 khodng
200 nguwoi str dung.

Webscan (phién ban 2.0) da tién hanh kiém tra
gan 400 website thwong mai dién t¢ va 150
website giao dich trwc tuyén.

Trong 400 website thwong mai dién tir da phat
hién gan 9000 16 hong bao mat, chd yéu l1a 16
hdng SQL Injection va Cross Site Scrlptlng

Trong 150 website giao dich truwc tuyen (str dung
HTTPS) da phat hien gan 900 16 hong SSL/TLS,
cha yéu la ki thuat tan cdng BEAST va SSL DoS.
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Trién khai 1én may chi va public ra cong
déng bang kho ma ngudn SourceForge

Pong vai tro cwe ki quan trong trong viéc
Cef o7 |ty danh gia chat lwgng cia mot san pham
80 18 Horie) bdo mat, mang tinh phat trién lau dai.

- mloo tEle e

Day la san pham security nén viéc hop
tac voi cong dong chuyén vé security
(dién hinh 1a HVA) phai dwoc dwa lén

corle carie hang dau va c6 ké hoach lau dai.
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Viét module

Phat trién core
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PHAT TRIEN NGUON MO’ CHO SAN PHAM

THE MANH CO HOI

1 Doi ngl phat trién _ 1. Quang ba san pham va kién thirc
2. Cong 3/ ac Tién ho tro cho cong dong.
3. Cong dong HVA hop tac. 2. Nhu cay ve_an toan théng tin quoc

gia dang rat can nhirng san pham bao
mat do chinh ngwoi Viét lam ra.

3. Van dé ngyon mé duwoc khuyén
khich phat trién.

RUI RO

& nhan lwe
inh phi trien khai

THACH THUC

Ngay cang co nhiéu KT thuat tan cong .V
moi dwgc cong bo, nén viéc cap nhat 2.V
CSDL phai lvu w.

W<
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Thank You !

Link demo Project: http://www.webscan.com.vn
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